IPAS Scanning Initiative

NWOP
May 13, 2008

Craig Henninger, Senior Network Analyst



Scanning Initiative - Overview
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But not necessarily in that order ;)



Scanning Initiative

What : Proventsure’s Governance and
Compliance Platform (Asarium)

Why: Locate sensitive information
Federal/State mandates
Contractual agreements

Who: Every computer used for PSU work
(yes this means you)



Scanning Initiative

Where: All locations at Penn State
Departments
Colleges
Campuses
Other (CE, Ag extension, etc)

When. Fall 2008
Some sites in Beta right now



Sensitive Information Examples

Social Security Numbers

Financial Information (Bank Routing
numbers)

Credit Card Numbers (PCI Data)
Student Data



Scanning Process

Client installation — local IT staff
Single Scan
Installed

Scan Is completed

Detected string results - IPAS server
Verification of results

Report issued to local IT staff
Sanitization of data - iIimmediate
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Self Scanning Tool

Proventsure’s Tool
Enables user to analyze their own systems
Not a replacement for central scanning

Currently only available for Windows
machines

Cost — Free (but we provide the support)
Not a commercial product
ldentity Finder
(http://www.identityfinder.com)
Available for Mac, Win, **I1X
Cost - to be determined




Question and Answer Session

814.867.1340
Ipas@psu.edu
http://ipas.psu.edu




