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O] ECHIVES

e Evolving Web Threats

e Early Stages ofi Phase Il

e [ake Charge

e AvallablerResollces

e SUMmany.

e Question & ARSWENR Session




[piforaiettion Priveiey sl Sieetfny

University-wide Mission
-ormed Fall 2006

e Support and Leadership
e Phase | Geals

e Phase |1FGoeals




Pelreiele)ar) Sinlfft

e Online Business
e Federal and State Statutes
e Research Agreements

e Contractiand Business
Agreements

e Penn State Policies







e
Nk

@nRIIRENINIEALS

e Botnets

e Man in the Middle
e Cross-site Scripting
e \\/orms

e Spyware

e \/lruses

e Phishing scanis

e Neglect




REPOIING

Security Operations and Services (SOS)
e Suspicious activity
e Questions about email legitimacy.

e Contact
eNormallwerkehrs @ 814-863-9533
e After hrs: 814=-Y77~9533

Privacy Office (MeR=Elechir@nic concerns)
e 8147668 3049




Statistics

e [otal Loss of Records tordate (2008):
5,557,421

e Over 100 Breaches (2008)

e Approximate:Remediation and
Notification Cost/record $197.00

Record Loss SoUurGes Prvacy iqrits clearing
HouseNap://Www:pIrvacyignts. org




DAt B aCHFEXaIMPIES

A computer file containing the names and
Social Security numbers, of current and-former
Texas A&M University agricultural employees
was and accessible
to the public for three weeks.

Total Lossi 3000
Feb. 16, 2008
Tlexas A& University,




DAt B aCHFEXaIMPIES

A university laptop,containing archived
Information and Social Security numbers for
677 students attending Penn State between
1999 and 2004 was recently

Total Losss 674
Jan. 25, 2008







Datar Classifiication

e 2 Primary Classifications of
Systems/Networks

e Public
e Non=Public
e 3 Primanyi€lassifications, of Data
e Public
e Internal/Contrelled
e Restricted




EersenallyAldentiiaeeslRierauen

e Social Security Numbers
e Financial Information

e Credit Card Numbers

e Student Data

Donor Infermation
_egal Corlespondence

Personal Healthr Intermation
-+ 1ISt nelrexniaustive




DAANCIASSTHCABRANSECHERME
SECUARETUITEMERRNECAIENBIHES

Category 1:
segments
(direct probes)

Categony/2: Systems cennecting to the
Penn State netwerkewilllae




SECURbyAREGUIEIeni
Celigejorigs, capnjiintiec

Category 3: Access to systems will be
iIndividually controlled. All actiens must
be traceable to a

Category 45 ACEess; 1oy systems and
applicatiens (Leyend punklic display)




SECURbyAREGUIEIeni
Celigejorigs, capnjiintiec

Category 5: Data will be
commensurate with_Its
sensitivity.

Category 6z Sensitiverdata must be
Prior to system
re-use by anetier entity.




SECURbyAREGUIEIeni
Celigejorigs, capnjiintiec

Category 7:
must be maintained.

Category &: A
PIEEESS MUSt be In place
commensuraie: Wit the:sensitivity of
the data




SECURbyAREGUIEIeni
Celigejorigs, capnjiintiec

Category 9: Units will I
accordance with, and augmentings.University
Policy AD20 (Computer and Network
Security)

Category 10k
measures must e place: commensurate
with the value offthe computer and network
resources, and the data neld




2.3 | Applications made accessible over the Web will be
scanned for known web application vulnerabilities

Element | Technical Public | Non-Public
Requirement (Internal/Controlled
or Restricted
Information)
2.3.1 Application Scan X X
will be conducted
by ITS for custom
Web Applications
2.3.2 Application Level # (Mandatory for web

Firewall will be
Implemented

applications hosting
Restricted data)

# = measure is mandatory but implementation may not be possible due to
Immaturity of technology or other factors.




ElNESSCARRING

e Goal: Detect sensitive
Information

e Beta Test with Select Units
e Implementation Fall 2008
e Details e Eollew,

e Awaleness; Campaign




ERCH/PHIeNR

e Software: Utimaco’'s SafeGuard Easy
e Options: disk drive, \mobile device
e PUrpose: protect sensitive information
e [arget:
e all mobilerdeyvices

e deskiopsinIePEN eEnvieRmMents
e desktopsiprecessing Pl

o Implementation: Eallf2008







SeclEeYouiERVvienmeni

e Hardware Firewall
e |IDS/IPS

e |Log Activity
e Encrypt Sensitiveslnformation

e Keep allfsystems; i to date
e OS, antiviruss; seftwarne/applications




BESiPIACHCES

e Educate Yourself and Users
e |dentify and Inventory

Restrict Access

_imit Administrative Privileges

e Separate; Applicatiens
e RequestiScanssReguiany.
e Develop LocalfRPelicies




EACINGFCHAIIERNGES

e Adapting to Change
e Enforcement

e FUnding
e Device/system purchase
o Implementation
e Knowledge
e Resources (staiif)
e On-geing




AvarnanierReselices

e IPAS Consulting

e SOS Scanning Services
e PSU eCommerce

e [Ivoll Storage Manager
e ITS FirewallsServices

e LISt Senves

e ITS Consultants

o My I} CommURILy,




SUmmIan

e Protect the Institution."\WWE are Penn
State!

e Protect data Being Handled

e Meet On-going Compliance
Obligatiens

e Limit Repertanie batar Breaches
e Stay Tunedierr Early:Stages

e Enhance BUSIRESS Practices at Penn
State




SiRksSi et interest

WWW.Ipas.psu.edu

WWW.pSu.edu/privacy.
Nttp://ses.its.psu.edu/
Nttp://aset.its.psu.edu/accounts/tsm.html
nttps://myitvmhost:psu.edu/

WWW. WiKIpedia:ergy.

WWW. priVacyrighis:erg

WWW.NISt.goV/.

WWIW:SENS. erg/.




QUEsHIeN anENARSWEIRSESSION

Information Privacy
and Security (IPAS)

3ili4.867,13840
WIWWWLIPAS:PSU.edu
Ipas@psu.edi




